Internal Control Guidelines

The four basic functions of management are usually described as planning, organizing, directing, and
controlling. Internal control is what we mean when we discuss the fourth function, controlling. Adequate
internal controls allow managers to delegate responsibilities to subordinate staff and contractors with
reasonable assurance that what they expect to happen, actually does. Managers should develop internal
controls for each activity for which they are responsible. The internal controls exercised over individual
activities, when taken collectively, become the internal controls of the program or administrative function
of which they are a part. No system of internal control functions properly without the knowledge and
support of management at all levels.

Because departments in state government vary in size, complexity, and degree of centralization, no
single method of internal controls is universally applicable. Managers should use this guide as a
framework for developing their internal control systems, consistent with their department's operations and
agency mission. Benefits for each internal control should exceed the cost.

Under each category one or two risks are listed that may exist if the internal controls are not followed.

Cash and Revenue

Risk: Cash Receipts lost or stolen. There is always a high risk of theft when handling cash and strong
controls are essential to safeguard cash receipts. These controls help ensure that cash is brought under
control immediately upon receipt and that procedures are in place at each step in the process to ensure
the cash is properly secured and accounted for.

Risk: Cash receipts recorded incorrectly in the accounting system. It is important to maintain the integrity
of the accounting system involved in recording cash receipts. Poor accounting controls provide the
opportunity for someone to misappropriate cash receipts without the risk of detection.

If feasible, two people should be responsible to open the mail, one to open the mail and the second to
create a remittance/receipts list. A remittance list is a list of checks or cash received by the agency.
Checks received in the mail should immediately be restrictively endorsed “For Deposit Only, (Name of
Agency)”.

A reconciliation of receipts/remittance list to posted deposits should be completed by someone who does
not have access to cash. One person should maintain custody of remittances until deposited.

A reconciliation should be done of federal funds deposited in PeopleSoft to the amount shown by the
federal government as paid to the agency. This reconciliation should be done by someone independent of
the individual responsible for drawing down federal funds.

If an agency issues permits or licenses, they should be pre-numbered. If pre-numbered permits, licenses,
or receipts are used they should be tracked to ensure they are properly accounted for.

Deposits should be made on a daily basis if more than $500 is collected. Deposits should be made every
Friday regardless of the amount collected. Proper safeguards should be maintained for protecting un-
deposited collections.

If sales are made with a credit card, a reconciliation of the daily summary from the credit card machine to
receipts from till tape should be done by a person independent of operating the credit card machine.



A reconciliation of money deposited in agency’s credit card account at BND to the daily summary from the
credit card machine should be completed by a person independent of operating the credit card machine.

An original bill should be present when issuing a refund to a credit card. A refund to a credit card should
be processed by an individual independent of processing the credit card transactions. Each agency
should maintain a log of refunds to a credit card and review it for unusual patters or transactions
periodically.

Petty cash funds should be properly authorized. (NDCC 54-06-08.1) Adequate physical safeguards
should be maintained for all petty cash funds.

Outside bank accounts should be properly authorized. (NDCC 54-06-08.1)

Interest earned on outside bank accounts should be deposited into the general fund unless there are
other statutory provisions that direct otherwise. (see NDCC 54-11-01 subsection 16 for further
clarification)

Period ending cutoff procedures should ensure recognition in correct period.

Procedures should exist to ensure that all deposited receipts are recognized in the accounting system
information.

Receivables

Risk: Invoice errors (incorrect charges) result in excess/loss of revenue and inaccurate accounting. These
controls will help ensure that invoices are prepared accurately which will result in revenue being collected
and reported properly.

A proper segregation of duties will ensure the individual responsible for billing does not have access to
cash.

A proper segregation of duties should ensure individuals with access to cash are not responsible for
updating accounts receivable records or approving write-offs or adjustments.

Output from PeopleSoft should be reviewed by appropriate personnel to ensure accuracy.

Accounts should be aged at least monthly. Aged account reports should be reviewed by a responsible
official.

All delinquent accounts should be followed up for collection. Procedures should be established to ensure
that individuals with delinquent accounts are precluded from receiving additional credit.

All disputed receivables should be handled by an individual independent from those receiving payment.
Payroll

Risk: Fictitious employees, overpayment, and excess leave uses.

Payroll preparation, timekeeping, and personnel record-keeping duties should be segregated.

Payroll processing (including access) should be segregated from payroll register approval.

Payroll register should be approved by appropriate personnel.



Individual time and attendance records should be reviewed and approved by supervisory personnel.
All leave (other than emergency or sick leave) should be approved in advance.

Vacation, sick leave, and overtime records should be checked by the employee’s supervisor for
overdrawn balances prior to submission of the employee time and attendance report.

If payroll checks are physically distributed they should be done so by someone who is not responsible for
hiring or firing, nor who approves time cards, nor takes any part in payroll preparation.

One-time adjustments should be properly supported. The one-time payment query should be printed out
monthly, by someone who has inquiry rights only. This report should then be approved by someone who
is authorized to approve payroll.

The preparation of Personnel Actions Forms (PAFs) should be completed by someone independent from
payroll preparation. Changes to PAFs should be approved at the appropriate level of management and
maintained on file.

No individual employee should be able to adjust their own salary.

Confidentiality of information should be properly maintained by restricting access to HR records to
authorized personnel only.

Procedures should be in place to ensure that operating departments promptly notify the payroll office of
employee terminations. At this time terminated employee’s user access to computer applications should
be deleted.

Investments

Risk: Unrecorded or unauthorized transactions; transactions at inappropriate prices or at unfavorable
terms; payment of fictitious or inflated prices.

Responsibilities for initiating, evaluation, and approving investment transactions should be segregated
from those for detail accounting, and other related functions.

Responsibilities for initiating a transaction should be segregated from those for final approvals that
commit client resources.

Custodial responsibilities for securities or other documents evidencing ownership or other rights should
be assigned to someone who has no accounting duties.

Adequate physical safeguards and custodial procedures should exist over investments.
All securities should be registered in the name of the government unit.

Securities should be periodically inspected or confirmed by a person independent of the investment
activity.

Detailed accounting records need to be maintained for investments.

Investment earnings should be credited to the fund from which the resources were provided for the
investment.



A periodic comparison should be made between income received and the amount specified by the terms
of the security of publicly available investment information.

Procedures should exist for reconciling the detail accounting records with the trustee statements.

Inventory

Risk: Inventory items lost, damaged or stolen as a result of poor physical security. Strong physical
security will help reduce the state’s exposure to lost, stolen, or damage inventory.

Perpetual records or manual records should be kept by someone who does not have the following
responsibilities: custody of stock, authority to requisition withdrawals or other movement of inventory.

A year-end physical count of inventory should be taken by someone who does not have physical custody
of inventory nor maintains detailed inventory records.

Pricing, extensions, and summarization of the physical counts for proprietary funds should be done by
someone independent of the person responsible for physical custody of inventory and the detailed
inventory record keeping.

All transfers of inventory should be accompanied by a pre-numbered transfer document.

Inventories should be stored where loss from fire, theft, temperature, humidity or other elements is
minimized. Access to inventory should be restricted to only authorized personnel.

Perpetual records should be adjusted to periodic physical inventories taken annually or on a cyclical basis
at least once a year.

Unusual differences between physical counts and detailed inventory records should be investigated.
Fixed Assets

Risk: Fixed asset, betterment, improvement, repair/maintenance/construction-in-progress, intangible,
capital lease or operating lease is misidentified and errors are made in the determination of cost basis,
useful life, salvage value and depreciation method. Identifying the proper expenditure type and
depreciation components will ensure the state’s financial statement will be accurate with respect to fixed
asset accounting.

Risk: Inadequate physical security of assets. Physically securing the state’s assets will prevent them from
being lost, stolen or damaged.

Responsibilities for initiating, evaluating, and approving capital expenditures, leases, and maintenance or
repair projects should be segregated from those for project accounting (ex. Tracking construction in
progress) and property records functions.

An annual physical inventory of fixed assets should be taken by an individual who has no custodial or
record keeping responsibilities.

Authorizations of deletions should be segregated from detailed record keeping, custody of assets, and
access of records.



An appropriate person should evaluate capital assets for impairment if prominent events or changes in
circumstances indicate the possibility of impairment, and the carrying amounts of impaired capital assets
should be properly adjusted.

All acquisition and disposal of fixed assets should be properly authorized by the agency director or the
agency director’s designee.

All capital assets, except for infrastructure assets and intangible assets, must be tagged or otherwise
identified as State property. The assigned property identification number must be recorded on the fixed
asset listing.

All agencies should maintain a fixed asset listing of capital assets recording, at a minimum, the property
identification number, description and location of the asset, as well as the method of acquisition, funding
source, date of acquisition, date of disposal, and cost.

Differences between records and physical counts should be investigated. Records should be adjusted
with the proper approval to reflect any shortages.

Fixed assets should be protected from unauthorized access or use and properly safeguarded from loss
through theft.

Fixed assets should have adequate insurance.

Expenditures and Payables

Risk: State resources lost or stolen through unauthorized/improper expenditures. Adequate controls over
the expenditure process are essential in preventing and detecting fraud and other improprieties involving
State resources.

All purchases should be approved by the appropriate level of management.
Responsibilities for the approval of vouchers and IDB’s should be segregated from those for preparation.
Responsibilities for the approval of JV’s and correcting entries should be segregated from preparation.

An agency should develop budgets of actual anticipated expenditures and revenues on at least a
guarterly basis and compare that budget with actual expenditures and revenues on the accrual basis to
budgeted expenditures and revenues.

State procurement procedures should be followed as required at www.nd.gov/spo/legal/quidelines/

All invoices and claim forms should be reviewed and approved, by authorized signature, prior to payment.
This includes meeting the public benefit threshold and consideration of appropriation, cash, statutory and
other applicable requirements.

Receiving clerks should be independent of the purchasing function.
Receiving reports should be used to post quantities to detailed inventory records.

Invoices should be compared to purchase orders and the receiving report. Receiving clerks should
compare items to the purchase order.

All paid invoices must be canceled to prevent duplicate payment.


http://www.nd.gov/spo/legal/guidelines/

Each state agency should maintain adequate records of unmatched purchase orders and receiving
reports along with unvouchered vendor’s invoices. These should be periodically reviewed, investigated,
and resolved.

Monthly statements from vendors should be regularly reconciled with open purchase orders and paid
claims.

All supporting documentation (i.e., claim, purchase order, invoice, etc.) must be maintained in accordance
with the Records Retention and Disposition schedule as delegated by ITD — Records Management
Division. (http://www.nd.gov/itd/records/retention/998/998001 descriptions.pdf)

Each state agency should have procedures in effect to ensure proper cut-off at year-end. (OMB policy

200)

P-cards
Each agency should assign a specific individual the responsibility of administering purchase cards.
The agency purchasing card administrator or authorized signer may not be a cardholder.

Monthly reconciliations of receipts to the monthly individual purchase card statement should be performed
and signed off by card holders and their supervisors.

Individual purchase card statements should be reconciled to the “Transaction Detail” report or the
cardholder/company statement. This reconciliation should be done by a non-card holder.

Purchase cards should be assigned to one individual and not a group of people.
Procedures should be in place to disable purchase cards immediately upon termination of a cardholder.

For a full list of policies and procedures regarding p-cards see http://www.nd.gov/fiscal/pcard/

Closing Packages/Financial Reporting

Risk: Accruals, deferrals and adjustments are not identified for financial reporting purposes. ldentifying
the proper accruals, deferrals and adjustments will help ensure financial statement accuracy.

Agencies should keep working papers to support each amount they enter on each closing package form.
The agency’s Finance Director should be responsible for keeping all working papers until the audit of the
statewide financial statement is complete.

Closing packages should be queried and developed by staff knowledgeable of requirements. Each
closing package should bear the name or initials of the preparer and the preparation date.

The final review and approval of closing packages should be segregated from the responsibility for
preparation. Each closing package submitted should be approved by the agency’s Finance Director or
Executive Director.


http://www.nd.gov/itd/records/retention/998/998001_descriptions.pdf
http://www.nd.gov/fiscal/docs/fiscaladmin2007.pdf
http://www.nd.gov/fiscal/docs/fiscaladmin2007.pdf
http://www.nd.gov/fiscal/docs/fiscaladmin2007.pdf
http://www.nd.gov/fiscal/pcard/

